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WIRETAPS
= Because M

mtrﬁ”” iveness,
w:retaps ate haghly
scrutnmzed%nd S
require thatthe
_ 'procedures%et forth
by statute«gre

WIRETAP STATUTES

uA.R.S. § 13- 301;0
Arizona ereﬁsfs?atute

= AR.S. § 13- 3015§ ;!
Arlzona Emergency Wiretap w tute
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For the purposes of A.R.S. § 13-3010, "crime"
means:

» Murder
Gaming
Kidnapping
Robbery
Bribery
Extorticn
Thelt

and Terrorism} &
Dealing in narcotic drugs, marijuana or dangerm.ls d "'
Sexual exploitation of chiidren In violation of chapter 38
Or any fefony that Is dangerous to fife, limb or proﬁm

Wiretap Benefits
Wiretaps Can:
= Dismantie/disrupt
organizations w’ Develop hlgn;jevei ;
u Provide longer prison ; “informants f@
terms ‘m Provide larg& h‘stfca|
= Provide intelligence and numbers |
education into practices . u Thereis a i unlty
and crganizational based POELE‘ER%C?‘ ;
structure of criminal - = Reglonal or ighborhood
organizations in your area Impact

= Public Percegﬁdon

Complex

Take Time

Require Lengthy Writing
Exhaust Resources
Cost Money

Require Flexibility
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Pre-Wire Investigation

s Take away — treat every mvest@@fon as
if it will resultin a wnretap 2
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AR.S. §13-3010: If Not the Elected Official,
Attorney Must Be Designated in Writing

= A. On application of a county ggo eypthess==p
attorney general or a prosecﬁtln :

whom a county attorney or the atterney
general designates in writing, any 3ustlce of .
the supreme court, judge:of the coK of
appeals or superior court ]udge ma ssue an

3/13/2014

State v. Verdugo

180 Ariz. 180 (App. 1993)

Facts: Defendant was one of 31 people char ed;t%;m?
drug related counts. He was char,gedﬁﬁi’?f oints. 4
Based on interpreted calls, defendant whilezah inmate in ;
DOC telephoned his brother in Phoenix to arrange for

the delivery of drugs to the prison in Douglgs&gi

Defendant first argued that the AZ delegatlog%statute

was unconstitutionally broader than the fedeia! statute
because the federal statute does not mctudg b
language. Court relied on Commonwealifiv, Vitello, 367
Mass. 224 (1975) to find that AZ's statute suEstantuauy
complies with the federal statute and is therefore -
constitutional.

State v. Verdugo (cont.)
180 Ariz. 180 (App. 1993)

a Defendant also argues Author zatg?,ggwasm?
inadequate. ; __ :
= In Vitefio, the court set out guid ’jnes for ..
implementation of its statute. I&Eequwed
= Special designation be on a case- bif ase
basis only ( \

a Principle prosecutlng attorney ful
review the grounds asserted as wi
order




State v. Verdugo (cont.)
180 Ariz. 180 (App. 1993)

a Factors court considered in Ver UGy

E

= Assigned attorney adwseﬁ eiected icial of:
= Agency seeking the order
= Crimes expected to be uncovered

u General background of investigation r? the
reason for the wiretap request

= Resources to be used in the investig

= The people to be investigated weréar
family

u The CA expressly defegated to his depiity tHe:z
authority to applyx “thieord J}as ‘does in ea
case . =
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State v. Verdugo
Take Away

Verdugo
m AGO uses a memo to elected offi




State v. Salazar, 231 Ariz. 535, 537
(App. Div. 1, 2013)

Facts: “The application cons;sted 5;mgim&%’@§
one-paragraph summary; refiist fEir wiretap <
signed by the deputy ?county attorney The :
application attached the affidavit of a deputy
sheriff. In her application, the deg%y county
attorney did nothing ‘more than p vide her
name, identify her authority to ;@make the
application, and ask- that the court=authorize a
wiretap for the reasons stated in m%;%ﬁdavnt of
the deputy sherlff o 98 :

State v. Salazar, 231 Ariz. 535
(App. Div. 1, 2013)

Under A.R.S. § 13—3010(8)(2) tg&% plicant=y
must provide a “full and:carfip tement <
of the facts and circumstances reheti uporn by
the applicant, * including the supp: ing oath
or affirmation of the investigating peace

officer of this state or any political ﬁrl division
of this state to justify the officer's %%%ef that

an order should be issued.”
* EMPHASIS IN ORIGINAL

R

State v. Salazar, 231 Ariz. 535
(App. Div. 1, 2013)

Under A.R.S. § 13-3010(B)(2), 1 %Eﬁli
must provide a “full andfcem‘%i“ temerrj;’?ja
of the facts and circumstances reh@ upon Ay
the applicant.* including the suppgting oath !
or affirmation of the mvestlga g peace
officer of this state or any political sppdnnsuon
of this state to justify the officer s%@@pef that
an order should be issued.” -
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* EMPHASIS IN ORIGINAL .




State v. Salazar:
Applicant’'s Statement Must Include

o details of the offense(s) at issu I
= the identity of the person( s)wﬁfﬁféadly

committed the offense(s)-and whose*%é
communications will be intercepted; a}§
description of the types of communicat
intercepted; _ E

e and a description of the nature, 1dentiﬁcatlon

and location of the place where the %@
communication will be intercepted. AW 5. §,‘13- .
3010(B)(D(@Hd).. . L

|

by
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State v. Salazar:
The Applicant Must Also Provide:

= a “full and complete statement as to wheth
other investigative procedures#iave been tr:ed 4
and failed” or why other Srocedures a?re unlikely
to succeed or are too dangerous to undertake i
AR.S. § 13-3010(B)(3)." %

= identify the period of time the ;ntercep on wﬂi
take place. A.R.S. § 13—3010(8)(4)

“a full and complete statement” of 1 cls
regardlng all previous applications i inv Iwng’the _
Same persons, facuhtles or places. A. R §4%
3010(B)(5).

State v. Salazar, 231 Ariz. 535, 537
Case Holding

The language of A.R.S. § 13--3010( gw) mgw@mm?
requires a recitation of the facts’“fe ed un upan bythe ¢
applicant, “including” the oath of the :nvestagahng !
officer. The use of the term “including” indicates
that the sworn facts supplied. by the investigating
officer, while necessary, are not sufﬁcnerg 0 support
an application, Under our statute, it is a!§3
necessary for the applicant, under oath ouch for
the complete set of facts upon which ﬁ!& r she
refied in determmmg whether to seek a wiretap. {|9

a !;\ .




Salazar's Two Takeaways

a Attaching the affi davit‘vto the apé’?fcation
is not sufficient to fulfi It the “reug%tlon of :

n
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THE AFFIDAVIT

a Completed by law enforceme
= the Affiant(s) .

a Affiant must be current Arizona F' ace -
Officer pursuant to AR.S. § 13- 30 10(B)(2) |

w Federal agents may be cross- des% ated;
make cross-de5|gnatton is/remal;; current




The Affiant

A.R.S. § 13-3010 (A)(1) & (AX2)
The Affidavit Has to Established
Probable Cause for BOTH:of==7

iy

the Followmg

committed.

a Evidence of that crime or the Iocat%
fugitive from justice from that cr

obtained by the interception.

m A crime has been, is bemg oris ab:ﬂ.\t to be ;
3 2

o

e

e

s
e
-3

&

Goals

AR.S. §13-3010(D)(6)

= That the authorization for mtel:g;eptlem il
executed as soon as practicable; fE‘hat it be
conducted in such a way as to mensmlze
the interception of commumcatlogs not

attainment of the authorized obIgg_:% ctive or

3/13/2014

on the date specifled, whlcheverfcomes
first. ] ‘ o




Narrative Section

= Remember that your reader will.not: awmg
any background mformation”‘(thl s hard) -

» Organization is irnpor__fan_t
= Various ways ko organize -
n Watch for staleness

a Items that are important for PC
more detail and discussion

Telephone Analysis

m Evidence of that crime or the Iocatlonlof« W
fugitive from justice from thatefime may be
obtained by the interception ars. s 133010{»\)(2)1

u Analysis is case and target, spean ic:
= Pattern Analysis

Frequency Analysis

Common Call Analysis

Intercepted Cornmunications

Who is Target communicating with?

Who is Target not communicating with

Prior Applications

AR.S. § 13-3010(BX5)

= A fuil and complete statement of the facts
concerning all previous appizmtﬁ?m_ to
the individual authorlzmg(anci making’the
application, made to any judge for authorlzatton
to intercept, or for approval of mtercewﬁgns of
communications involving any of the g e
persons, facilities or plages specified li'f he
application, and the action taken by,&tnge«judge
on each application. . %

L

o

3/13/2014
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Necessity / Exhaustion

ARS. § 13-3010(B)(3}
a A full and complete statement as.

whether or not otherdin esi‘tg iwe
procedures have been tried ar;‘d failed
or why they reasonably appea,r to bhe
unlikely to succeed if tried or‘%‘o be
too dangerous '

Traditional Investigative
Techniques

s Surveillance / Covert Cameras
= GPS / Precision Location / Sti‘g}gr,a

w Search Warrants / Knock and;T alks / Vehiclei‘Stops /
Consent Searches @«

s Pen Register and Trap and Trace / Cali Detal ‘iecords )
?’

s Trash Runs
= Undercover Investlgatrons/ Informants / Inﬁ iews
= Grand Jury Investlgatlons/ Grand Jury Subm

Stingray
a Stingray
w Name given by manufacturer Harris Cor
= Copyright S
e Signal Information Collecsclon System
= Name used by Phoenix PD i
= Over the Air Device  /
= Name used by DEA
s Two Uses
a Located known telephones
v Identify unknown teI

3/13/2014
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Pen Register / Trap and Trace
- Pen Reagister: records Ol.l‘l“B(lUlsingts"s%a
from & targeted telephon’ew -@g;m

. Trap and Trace: records INBOLB\ED dlglts
to a targeted teleph o

3/13/2014

Hey boss. 'm not sure our covert :
surveillance is real covert any more. .

5

5

&

12



EXHAUSTION EXPLAINED

= Interception of communications need not be used gm.
as a [ast resort. The purpose of the reg g
to foreclose electronic suweﬁanmﬁfﬁ’% very other
imaginable method of Tfnvestgatmn §has been -
unsuccessfully attempted, but simply to infdimn the judge !
of the difficulties involved In-the use m‘yf nventional
techniques, The showing must be tested %gs\a practlcal

and commonsense fashmn i

Courts have acknowledged that W;ﬁﬁfppmg is
particularly appropriate when the mvestlgﬁtmn shows
that the telephone is routinely relied on b;“f”the g%% 18l
enterptise members to et the: ntergrlses é(émw
activities : %

EXHAUSTION EXPLAINED

w After-the-fact suggestions by defenseﬂ‘ ,
ather methods that might haveé*Geen triec have been ©
rejected by several reviewing’courts. That the officers |
who sought the wiretap had Seme succe 3 |th normal
procedures after the tap, was obtainediidoes not :
invalidate the issuing Judge’s findings.

Reaey?
ey mg
Famig?

HCCESETY 4
BE FTHER OF
BYEVTI2W

3/13/2014

BOILER PLATE LANGUAGE

a Derfense Will Argue:

= Affidavit contained only
generalized statements re!
exhaustion/ necessn:f for WT;
or

v Affidavit failed to exp]am
how the organization/
conspiracy being investigated
differed from others

13



Affidavit Review Process

prosecutor

u Affidavit will most hkely then be
by a committee of prosecutors

u Judicial Review

Corresponding Paperwork
e Authorization

= Application - *«gg@%@ﬁwy
= Affidavit d ,

= Findings and Orders /-
m Service Provider Orders

s Logistics — Who Keeps What

= ANy ex parte order for ) mmmmmmmmmmmﬁéﬁwmumwn
based, shalt be defiverad to ond retained by the apgiicant during the ,'um

Monitoring

= I the intercepted communication is in a code or. forelgnz=
language and an expert in that code: orﬁ?efgfraﬁﬁ'&bistagge 2
is not reasonably available dui:mg the mterceptlon i
period, minimization may be accomplished #5 soon as
practicable after the interception (ars. s 1&3:&@1»

a An interception under this chapter may be canducted in
whole or in part by governrnent personnel m"’ 5y an
individual operating under’a contract with the \
government or acting under the supervisign o ﬁfva law
enforcement officer who'is authorized to ¢ duct the
interception a.r.s. 5 13-30100)).

3/13/2014

14



Length of Interception

= An order that is entered under this secticn may t a
Interception of any wire or oral communication.foFan (Sd" atis ;
longer than is necessary to ackiave.fhe’ “Ghjéctive ofzﬁfe
authorization and that exceeds thirty days. This thln‘.y day period
begins on the earlier of the day on which the inte
begins under the order or ten days after the order

Listening Devices
AR.S. § 133M10(D){7)

= That entry may be made to  service wlgsbatiw
or remove mterceptlomdevices otfm
equipment if entry is necessary i.'QE effect
the interception.

AR.S. § 13-3010(L)

s Any order authorizing the interception of wire
communications pursuant to this chap%g W
deemed fo authorize the |ntercepﬁon of any
electronic communication; that may bamade
over the same equipmentar by the 551}19
facility. 1%
= Text Messages
= Fax
= BB PIN-to-PIN
s Emails?
= Apps?

3/13/2014
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Terminology

o CDMA — Code Division Multiple Access
s Verizon, Cricket, Sprint
a ESHN - Electronic Serial Numtérs
= Assigned to the device ~ BOSE3EZ2
s MSID - Mobile Station Identities
= Assigned by the Carrier ~ 2073378901
a GSM ~ Global System for Mohile Com
s AT&T, T-Mobile i
= IMSI - International Mobile Subscnbeﬁ
w Assigned to the SIM card - 310260762433345 .
a IMEI - International Mobile Eqmpmentl nntxas |
o 355 -
L

i

\Jmcatlons

ﬁﬁﬁcatmns

» Assigned to the de 1240 ©

Terminology

a LTE —{ong Term Evolution o
u Verizon, Cricket, Sprint, AT&T, T-MaHiE""
w Standard for Wireless Commugication of Higﬁ?Speed Data

= Based on GSM Standard ; |
s UMTS - Universal Mobile Te!ecommum ions System
» Based on GSM Standard ;| %? '

= SIM — Subscriber Identsty/Identiﬁcation' viodule :

‘ROVING” WIRETAPS

= Roving interceptions are permissible W
applicant  demonstrates that _g.paf rﬂ“cJﬁJYZ% identified
individualfindividuals can be expected to ‘(fsé nuMerous

telephones or locations to discuss their ;nmes as a.
means of evading surveillance.

= The roving wiretap provision requires the lication to :
show and the judge to find that the targefgd individual
switches telephones for’ the “purpose \ thwarting
surveillance.,

3/13/2014
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Jurisdiction to Authorize Wiretap

w Hypothetical: Judge authouz,e-
wiretap for target inAZ" ‘talkmg to -
customers in NY. Wire roomifs in 3
Phoenix. Then target leaves
goes to CA and is ta!kmg tog %tomer
in NY. :

3/13/2014

calls?

Jurisdiction to Authorize Wiretap

s location of the point of interception {wire rcom
determines jurisdiction to  authorize.z| -
beware—stil  have to estalbifish ] rifiﬁlctmn
prosecution @

» “Interception,” under statute authortzmg lr,lgrceptmn of :
wire, oral, or electronic communications witfjin territorial ;
jurisdiction of the court in which the Jud is sitting, :
occurs where the tapped phone is located a where law
enforcement officers first overhear the cal 13 US.CA.
§§ 2510(4), 2518(3). US. v Luong 7 e
(C.A.9 (Cal), 2006).

for

JURISDICTION

o Article 2, § 24, Arizona Constltutlon
= “right to speedy public trial ... countyiIFARHIER |
the offense is alleged o ave beeff@ommltted ¢
= Venue, or place of trlal isa Jurlsdictlonal :

requirement in a criminal case. Stite v.
Agnew, 132 Ariz. 567 (App.Div. 2, 1982)

1585)

17



So, You Are Ready to Do a Wire

= Manpower .
» Affiantfs @M
» Line Investipators &
= Search Warrant Writer :
n Survelilance Officers ‘.

= Minimization Meeting
u General Minimization Guidelines | 1}
u Privileges ?é‘«’@@ 2

= Attorney — Client

3/13/2014

» Husband — Wife
« Cleryy - Parishloner
= Doctor - Patient

Minimization

= Three factors determine obJectwe
reasonableness of mi (_; ation.
attempt:

s 1) inve gat:ons nature & scope;

s 2) government's reasﬁgahle i
expectatlons of the can %/ersauons.' :

= Totality of the circy
determine reasonaﬁ%lﬁ s of the

mlmmlzatmn attempt§

Judge’s Reports

(AR.S. § 13-3010(K))

a The order may require written reports 1o be, %t»g&gma@
issulng judge at specified mtervalsushuﬁ% E'progress 4
made toward achieving the amed objective and the ‘,
need for continued interception. W

= Repart the statistics {pertinent, non-pertinent, mlnlmmg privileged)
» Tell the Judge what is ocextiring {over the phone, su
-

Report any exception incidents (sﬁzures Ideatificatio ;

Report any technica isses problems with intercept
malfunctions}

= Report how issues were reso{ved %‘%

18



Amended Affidavits / Spins

a Can be for additiona! lines / Additional Tar ets
Additional Crimes ! %&!W

n Previous Affidavits / Judgengepuris Incag:oratec! by ©
Reference

= Ensure Amended (S lr? contaln addition
and do not contain boiler plate language -

« For Additional Targets NecessW/Exhaustiﬁlil must be

shown

Extensions

= If the application is for the extension of an order it must
contain:

w a statement setting forth the results thus far\owa

interception, of s st m "

w 2 reasonable explanation of the fallure to obtain such results,

w Must comply with the statute relahve toan originaf;app{icztlon
The court may grant extensnons of any ordeg':\v
application for an extension‘is made pursuazg
subsection A and the court makes the ﬁndm' :
by subsection C. The period of extension sha I be no
lenger than the authorizing judge deems*ne@ssary fo
achieve the purposes for which it was granted and shail
not exceed thirty dayg .

3/13/2014
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Attention to detail — everything
mafters

3/13/2014

Surveillance

= The most under appreciate f”’lgb selatedsto=y
a wiretap mvestlgattor}fhu “the most v

lmportant

n Surveillance leads o seizures
u Surveillance leads to the identifics

Surveillance Reports

» Organization of survezf[ance reportsth
critical e

= Case agent should have deadline fo: f
surveillance reports to'be turned |nf“

= Reports can be written by each per:
surveitlance : - \

u Reports can be written by one pers
everyone, but beware

20



Examples of Detailed

3/13/2014

Tewsrn Uranernsyr Bers Enomceiist e
* SERVERLLANCE RETOAT o

Hiiey
s

a9

H
g

PUNEBAUNEN Dits Lot Basas
* SVRVEILEANCE REFORY 4
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1 G311 11 ATt 103 BT, |05 WS 1S P irSiee] ot Enbrra g Brgee Krg snd
bk, Férgay T x-
oy
e P
it s
1 Tacer
e plaliim bt s
Aowrhing o raEErone AL LER 1T, b
Trg . : P50 ber, &
et Packy pors I
rpprey 1531 b &
Ty K e st ik i aadid H

Mol rpunad, bssiy i,
Wit Bm ke e Kot M Gt By vébizinn miich oo wers Faea

Vibile w4 e 3 sl $7 b & il o
tom. ot sorh ha
T B g a1

e ore vt et heimibery
S Bt e sl it 3 Sl i, st wed Alean bt (P 1P e et
ke b

¥ Mu’ni"ﬂvﬁtw% sow
Soaare Yo i) 4 Paras Buiery
[t IW!W\M«:’

Avr Fact br

ot s rosudsy Sneee, by b4 owrer il T,

ks S Wwirg 2 557,

b il 02w b 1A b, Lindep place Sun Pacad se Taary biag i ' bgwgid 4t sisared.
: T o g ot

74w Jav. b

g 0

Mowry AT ki)
Rt S S T ) s BB A2 B NRASA0 ey Bt B e
Trt Fce s sk BELsted L]

3/13/2014

HARMAIE

Cn L7041 ot appuommately $930 btaars, §wis skt 10 thir Shidl gan yabion lecaled of 3464 5. 457
~est Tha tn Eiosioy =

» Bitan g bl Iripats Bidsiey was 14 W be in ki Delvery van

Tt in placa ol 1935 heurs, when Ecbsenred a e J010 Chavrelst mpa'a aiivy iaky Iho pasking ot of
prreee 1541 howrs, The ;
parking 1%, wking uiats shose fo the %
A
g

’ Tha Impaka i and gt 178 1573 10 st right

dgrierimatoly {542 Rowes, Mustty amved 1o e same Shel £t stition and parked £ B gt of e 2
impals. oo taning .3 veatedy Gegeton
£4 Mooy aerved, Semiry axied his brpala ond atond ) ihe prhing 1 ose 1o th brgals's givit side. i
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Triangle of Success
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e
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e
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Strategizing
= Seizures
u How many s
a From whom 4

= What affect on investigation?
a Arrests/Search Warrants

a One person to each location with
of the case

= Interviews of suspects

o

3/13/2014

End of Interception Procedures
A.R.S. §§13-3010 (G) & (H)
= Sealing of Disks
» Return of Paperwork to-tfié Court*
a Return of Disks to the Court

= Termination Petition and List of If NS
Returned to the Court

= Notification of People Intercepted

Sealing of Disks

» ARS, § 13-3010 (H) If possible, the contents of an
communication that is intercepted by any.mes '““”""’3""“-
by this section shal be recerded on.argtaps, glactronic, wire 2
or other comparabie device. Tha recording of the contents of ~
any wire, electronic or oral:! communicatiar; under this :
subsection shalt be done in such a wa% as Vil protect the
recording from editing or alterations. Within days after
the termination of the authorized interception, ithe recordings
shall be made available to the judge wha issueditfie order and
shall be sealed under the []u é;e‘s directions. {iistody of the
recordings shall be maintained: pursuant to coiiitiorder, The
recordings shall be kept for :ten years andishall be
dastroyed except on an crder of the issuing3ad
judge of competent jurisdiction. :

= BUT—8eware Recent Litigation

23



= ARS. § 13-3010 (G) Within ter

Sealing of Paperwork

the termination ofrmthe ~aut onzed
interception, applications made and orders -
granted under this section shall bas returned .
to and sealed by the judge. Custo"dy of the
applications and orders-shall be whei'ever the
judge directs. The applications a d orders
shalt be disclosed onily on a showing.

cause before a. judge = of
jurisdiction or as otherwise provid

lays.a

Notification

ARS. § 13-3010{)

Within ninety days after an application under subsection A is denj%
the peried of an order or any extension explres, tﬂh(lg,esfu QEW
Judge shall serve the persons named In the-orer oF apy mﬁgm and any
other parties to the Intercepted commuplcabons as me] ;
determine the Interests of justice requme with an Inventeryinciuding rotice
of all of the following: v
u The fact of the enlry of the order or lhe application,
= The date of the entry and the period of authorized inte:
denial of the application,
= The fact that during the period of authorized inte e,
electronic or oral commUNicatians were ar were not Inba# . On

plion, or the

molion, the judge may make available to the pemWM person’s
attorney for Inspection such portions of the interceptet™:

communications, applications and order as the judge d
in r.he lnterest aof justjoe 3

Prosecution of the Wire —

Roadmap

Charging Notebooks
The Indictment ..

= When? Takedown or indictment ﬂrst"

= Charges and dates determine what comes in at b

» Grand Jury presentation
Form IVs [ PC statements / IA Sheets/ Nebbia
Discovery

» Omganization: Index, Bates
Show & Tells i
Plea Agreement Conslderations
Defense Interviews
Settlement Conferences -
Litigation

3/13/2014
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PR as

Pre-indictment changﬂon

3/13/2014

CHARGING NOTEBOOKS

Make sure you have all affidavits,
applications, search warr%ﬁtenaéam
reports, etc. for the Wl?‘etap gw

“You should be obtmmng copies of all these
documents at the time they are judicially
authorized

‘Organize and index these documents
along

CHARGING NOTEBOOKS

Obtain all agency reportsw

‘Reports, surveillance reports and pmperty
inventory forms from the agencnes wo!;kmg the
wiretap

-Reports from other agencies assxstmgche
agency working the wiretap (wall offs |
surveillance, chain of custodies, lab mﬁorts,
phutographs ete) i

25



SHOW ME THE DISCOVERY!

Make sure your evidence is not comp%%g?

W =
‘Border Patrol/DEA wﬂl%estroy your: (irugs
unless told not to (know the protocol} vaﬁ

-Be able to account for all the seized
Z

other evidentiary itema \
~+Especially true for evu‘]enue seized out-of-state
[

AL

SHOW ME THE DISCOVERY!

Obtain the DVDs/Blu-rays for all

wiretap lines
-Complete with all callslgexts

transcripts =
~+Make sure all charged cnlla are transcribed: ﬁi

—Mako sure momtun’agent has comparexd kn%

10 “unknown” voices wiretap calls (if possible};
i

¥ 1t no known sampiles, suppl with i Ln‘§

aro arrostod B g i

voice samples :
tofondiaba

# If interviaws do not oceur; filo 4 motion tadliin a voice oxemplar
from delendant

SHOW ME THE DISCOVERY!

Obtain toll records, phone. nunef
subscription records,EGPS data%
download, etc. /- - |

e

-Any records or mfm'matmn that substantiates
your wiretap or law en.f'orcement surve, gi nee

; £
-Subscription records will have subsBihiF=
information—sometimes very useful

3/13/2014
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SHOW ME THE DISCOVERY!

Attempt to create a witrlggg_d '
-Affiants }' A

Surveillance officers

e S

2

“Witness for voice idenﬁﬁcdﬁon
‘Criminalist '
‘Officers who establish a chain of cusw

i

e

‘Expert witness(es).

TO CHARGE, OR NOT TO CHARGE.
THAT IS THE QUESTION...

Think about what thgﬂdefen & M
likely be : gé
‘Mistaken identification /

— "Not my clieat's voice antercepwd on wire” &

W

- “Not my client seon on surveillance.”

&
S %%%g&’g 2

L

TO CHARGE, OR NOT TO CHARGE.
THAT IS THE QUESTION...

Think about what thgﬂgﬁfeﬁ
likely be g”

‘Innocent conversation / %

- “My cliont was talking ubnut HEocarios, (s, ir
whatever code was usod hnml and not drugs.” \

~ "My client was merely present.”

3/13/2014
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TO CHARGE, OR NOT TO CHARGE.
THAT IS THE QUESTION...

Think about what the defers:

likely be h n;;

‘Cannot prove the case mere presenct
—+ "You never seized druge fmm my client.”

—+ "My client was only doing a favor for a frien %did not know
what was in the box, car, bag, etc.”” 5

3/13/2014

TO CHARGE, OR NOT TO CHARGE.

THAT IS THE QUESTION...

Be able to rebut it! Assemble your fa
-Mistaken identification _ pen®

~+ Intercepted cell phone in defendznt’s pusses%gn

~+ Selfidoatification through wirs | :
~+ Subscriver information ; - — Talbinformation {top &)
~ Historicat coll site data’ B - P 1 survaillones

- Knewn associates or rélatives =G

- i possible, seize outfit seen on physical aﬁ"ﬁg
defendant’s home, ote.

TO CHARGE, OR NOT TO CHARGE.

THAT IS THE QUESTION...
Be able to rebut it! Assemble

‘Innocent conversation

—+ Expert teslimony
-+ Soized contraband

¥ Soizndin thetevent F

¥ Seizod in the courso n_flhn wire
~» Qbserved suspicious behavior

¥ Countor surveillanén ’

¥ Shortfbriefencountersin public places

¥ Consull your expert

-+ Conlession
—+ Tegtimony of coopf

28



TO CHARGE, OR NOT TO CHARGE.
THAT IS THE QUESTION...

Be able to rebut it! Assemb
-Cannot prove the cage .=
— Circumastantial evidence f’

— Export evidenco—beware of recent defense l?

TO CHARGE, OR NOT TO CHARGE.

THAT IS THE QUESTION...
Be able to rebut it! Assemble yourfacts

‘Jurisdiction
- ARS. § 13108 ('I‘ermong Appllwblht}’) .

¥ Conduct or muultnfoonductoocurml in AZ
¥ Conduct auteide tho atitta canstitutes an nltumnthn canspiruey o
commit nn affenze within AZ nnd an aet in furthopaficy was committodin

¥ Accomplice linbility based upon A7 mnducg
oeour out of AZ

3/13/2014

TO CHARGE, OR NOT TO CHARGE.
THAT IS THE QUESTION...
Be able to rebut it! Assemble your facl;‘sﬁ?

-Jurisdiction WM i
—+ARS. § 13-109 (Place Bftgml—\:'unuv}

¥ Conluct consLituting an éloment or result connfifijtion and
o
olomont ocours within the rounty B

Z
i
v Ascomplico ftubility for offense that will ocenr \g{é}u\n acounty
2
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TO CHARGE, OR NOT TO CHARGE.

THAT IS THE QUESTION...
Be able o rebut it! Assemble y

-Jurisdiction

our chts

¥ “Any offonse wmm:Ucdl.g ‘uso of 0 wirn ummj{( ation or .
elect menic comimunication os sot forth in this n:cu{m deemed ta
huve been committed at thie place whers the tran. h ion ar :
transmissionsoriginatodor ol tho place whore Lh”. smissionor
transmisgions were recoived o

B
B

Typical charges to consider

a Conspiracy--A.R.S. §13- }003 ;

a [llegally Controllmg/Conﬁucfmg ari
Enterprise--A.R.S. §13- 2312

m Offer or a Completed foe_nse-- A.

3405(A)4), 13-3407(A)(7), 13-340

LESS IS MORE!
Charge by event

*Series of wire calls for one overaIL
objective charged in one cmm?’“’

“Easier for trial presenta§:on

-Basier to prepare charging document ai
accompanying paperwork b

Easier to “Brand" :

3/13/2014
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THE BOTTOM LINE
Consider each defendant individually

-If this was the last defendant rem:
t t £ tre % 1

case, would you feel comfortables
case at trial?

‘Do not indict a defendant’ bel.ievmg tha"ﬁyou will
obtain more evidence post. md.lctment Hat will
ghore up charges ; e
-Be on the same page with law enforcelifent prior’
to indictment—what is the end game fw aach
defendant—he candid and realistic g

— Probation {with our without jaii) %
-+ Prisen
~+ PleafTriak
— Coepoeration

BT
o

SEE YOU AROUND TAKEDOWN

u Determine if and when t% %@b@a@

takedown .
W
= Options o
u Pre-indictment takedown :
» PC arrest -

a Holding cornp]alnt for arrest warrant : \
a Cannot present wiretap evidence atza

prelimlnary hearing, Dunlap v. Stperior Court,

In and For County of Maricopa, g 9 Arjz. 82

(Ariz.App.1991), e

= Post-indictmenit take

o

SEE YOU AROUND TAKEDOWN
Pre-indictment takedown

‘Be sure you have all the discovery mentipnad
previously before the taked@wn*lﬁﬁﬁféf

-Have draft indictment ready for sl argﬁsbed
defendants

-Have a prepared Initial Appearance 8 ; 3
IV for each of the defendanta you plan i

days of the takedown
~» Reserva a spot bofore the GJ

— Have ali necossary paperwork prepared anid
beforehand
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SEE YOU AROUND TAKEDOWN
Pre-indictment takedown

mchctment .
-+ [[ money or drugs are fnlmd

— Interviews are conducicd ihn[ identily ut.lu%zse unlz]cntlﬁcd
co"censpiraters ;

-An opportunity to ﬁrm-'up your case
— Celi phone downloads
-+ Interviews {MonitorfAgent voice mmparlﬁ

— Evidenca from smrch wartants or arvests |

SEE YOU AROUND TAKEDOWN
Post indictment takedown

‘Be sure you have all the discovery mentionads

previously before the taka;i%m%ff'pﬁﬁ/’

‘Have a prepared Initial Appearance Sl%et for
each of the defendants you, mchcted %

mchctments that may be Jomeci with t]-é etap :
case =

A warrant for a d:rect indictment can
higher honds

‘Be ready to atten%w&i :
R e SN

motions

SHOW YOUR HAND

s "Show and Tel{”
m after disclosure, have defense:cotifie
in for an informal interfiew with LBto
highlight evidence agamst his chen%not Rule

4
4

15 interview)
& Narrows the focus of the defens
a Helps with early p!eas, faster reso
u Organization of disclosure
= Chronological

u Defendant- specn%%g%ffené&s eclf

\w«ww i

3/13/2014
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THE COOPERATING
DEFENDANT/WITNESS

— Things to consider:
¥ Luw cafaroemont initiated fres talk:

Q'—""“:‘e" o I
~Why does law cnfammé’g}-wnntwta]k to the &5
#Was there a post-nrrostintorview?
© Did Dofendnit give it all up?
* Did Doferidant ko or minimizs
—\Vhat information do they want to altain? 3
»Why do they think this pecson will talk B tiy?
»Do thoy wantthis person te wur]:cumsi?t%
*In cuslody dofendant—N0O W@
® Qut of custody defendunt-—Maybs

pWill this ﬁo!n the vase?

—Warn defondant that any axcu
enforcemont will be disclosed

THE COOPERATING
DEFENDANT/WITNESS

~+ Things t¢ consider:

¥ Dufandunt Initinted fro tallg TR

—How soon after arzest or [a;'ﬁ.ugnmontdma lhu
#I ently—oddsare will bo moro pmdu:tngf;

»If lote-rodds are will lm molf-sorving 5%}@

I thoro n proffor? F =
»ilow detailedisit? | © %}
tors?

»Doea thy dafundumal‘l'nr up mm] on othe:

T, dint

* In taw

 Cost/BonoMt1s it pven worth talk
given the patontial bonefit he muy\ﬁmwuv

Vit thf%%&%
o w@«%

3/13/2014

THE COOPERATING
DEFENDANT/WITNESS

u Post-Free Talk: _
u Extend plea with couperat:cn language if ¢

testimony is required %ﬁ
u Include provision walvmg time for = tencsng

m Disclose free talk once the defendart has .
accepted the plea | \ :




DEFENSE TACTICS

Prepare for the interview like any defense
interview

- Officer preparation

£
— Have the officer review all affidavits or x
she/he authored or helped create
- Call or meet with the officer before the in
over histher involvement in the case
v Potential pitfalls to go over
—Informants b
~Qther agency investigations
~Prior investigations of the defenda

3/13/2014

DEFENSE TACTICS

Prepare for the interview like any defense
interview

¥ I author of the wire affidgvits=es ﬁﬂfy gaithough the
afllidavit

—Make sure officer hnié'fcviewcd all repa
videos or photos that were relied upon i
—Mnke sure the officer is prepared to an: d
regarding recessity and probable cause
—Communieation Letween an affiant ofli i
attorney is wark 1)ro(luct—4!efendums and;

recordings,
affidavit
questions -

ulitled to learn
EHow itwas

1w

P

DEFENSE TACTICS

Prepare for the interview like any defense
interview

- Attarncy propasation
o
+ Establish reasonablo parametgrs bofora tho
&

ol :
—Agrow that sny ranseripterented by che dofon I bo provided at. wn
ngreed upen time beforo trinl se that the intervi B can review it for
accurney [Ariz. Civ. P, 30{c)—Right of roview in ?immsl

B.

nDefense ia ontitled té n deposition undar 1 hore i no interview

g in civil cnsos, wi :lnunsnshnm tho night w“@ w their doposition

¥ Establich un order of quostioning
*Multiple dofenso attornoys paing one aftor the
—No duplicntive questiona

{f thare are nny C] jasuos toll the defonse that tho
anturs of any eonfid

lhnt if thoy wish bo]mzm aubﬁl,nnll\'u|y nbont an in!
they will necd te filo o dind that By impnet it

possiblo non-trinl de ay lnmi{f?nddmnnnl nhnrgnn or
othar act avidonca us; o 07
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DEFENSE TACTICS
Prepare for the interview like any defense

interview
- Attorney preparatiea

¥ Iftha witnoss doc ot sponk THGieh, i s tho &
ta retain a ar r the gurpaso of

“Attempt to have a 2rnnnlr|lnr of yaur nwml‘pn for the intormias
—Ilave a teansiatorof your own vaviow the ine transeriptioc
determinoif the translation i bccurnto ;g

o

—Follew the procedurositlined previously if th
uceurucy of translotion

\ﬂd.inputﬂ'lrl tha

¥ Onointorview por witness
“Donat havo multiplo interviowsof the sl

—Find an ngreed upon time and plaze whero ull§ arnoyncan ba prosant

forthe interviow
and ug@gfulg\ i

—Keap a paportrin} of ol} efferte mado to coordi
onch attorney

MOTION FOR SUCCESS
If the defense files a motion to suppress
the wire;

- Conlact your suporvisor!

- Contact the agentw/aifiants wz
: Reviow the metion with supen'lsur anid ngenl.a!&ffﬂgﬁs
- Fife 1 motion to extond the timg'timit ta rospond

- Do not reinvent the wheel!

+ Contact your feiondly nmghl.n:rhum] wire pnm(-culurs
responsa biels

v IF » novel or now issue is argued, PLEASE seclcing
censensus rom your [riendly neighborhood wire prosecu
raspond

Franks v. Delaware

a Defense will argue that
in the WT affidavit, the
affiants:

= Intentionaliy or
knowingly made a
false statement, or

n Recklessly disregarded
the truth; and '

= A hearing is necessary

3/13/2014
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Franks v. Delaware

= However, NO
EVIDENTIA
HEARING UNLESS:

= Allegations a%ﬁg more
than conclusgé%r

B Alleged violatipns are
material %%ﬁ

= Defense provides an

: .
-

Defense Tactics

u Expert testimony—

g
hearings re: whether oﬂr detect|ve§ lagents
are experts in coded drug fanguag
a AZ Rules of Evidence 702 governs ﬁistlmony
by Expert Witnesses’ %,:\
a Court can apply Rule 702 to ali exp
testimany, not just “scientific” test| f‘ﬁﬁny

e
p

Defense Tactics
u Expert Testimony

= Court will look to the following factors in a Daubert heari
regarding experience based expert testimon ﬁ%‘ o

» The expert’s technical and s ; nd
examination will help the juryfletermlne a hct ; ssue

methods—t.e.
= Dd ma&putﬂtsthearmmwctdsln this Im 2
 Was his opinion regarding the Interpretation of the ﬁ pred
comaunkcations based on his subjective bellef that Hhe Zefendants and
co-gonspirators are drug dealers? o
a IntS, v, Hermanek, 289 F.3d 1076 (% Cir. 2

3/13/2014

Interpreted the aryphic language as referting to o slmply because
he beliaved the defendants to be cocaing trl uch ci

subfective reasoning does na(saus!y the Rule 702 & bliity e
requirement,
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GOING ON A BINDER

Prepare an exhibit list
- Should tnclude

+ “Irial oxhibit # y
LEA Exhibit # if any & %{;\ﬁ%

¥ Deseription of tha exhibit ) g?%

¥ Location il any) of whare the ayhibit wos found

¥ Wicnsas(on) who will Iny foundation tor the oxhihit

—ako guro thess thneqse«know bofors trint tho%i{m used for this

ibit bofore trial so

thot they aro mncq\lmnmd wnth it g@ﬁ\;
¥ Whetharrho axhibit will bo admitted %
- Provide n redacted exhibit list to the defense, clerk:

and judge well befora the bcgmnmg ofmnl

%the cours reiog

ASSEMBLING THE BINDER

a Wire calls

u Prepare a master binder with:allth
transcripts of all calls t3 be used aff rial

a Prepare judge, defense, mterpreter%and juror. |
binders with transcripts of calls to bg used at
trial — PREPARE WELL IN'ADVANCE

= Prepare a separate wire binder forsﬁ!e clerk to
be marked as an exhlblt (check _rm
clerk}

ASSEMBLING THE BINDER

a Photographs
n Prepare a master binder with=clo B
photographs of the exffﬁffs to be U?Zd at trial |

= If possible, present digital images % the
projector screen for wewmg at trial.

= Other paper exhibits : - '
» Prepare a master binder with other;%épibits to
be used at trial - '

a ORGANIZATION IS CRITICAL FORs
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GOING ON A BINDER
The final witness list (Romero List)

¥ Moni
- Rocords custodian ;

» Chain ol custedy {foundntion) witnesses
+ Civilinn fact witnosses (if any)/

+ Cooperators ;

{) for Englich

¥ Koep in conlect with thoir attorney

¥ Handle with care

- Maonitor for vaice identifications
- Survaillance officers - -

GOING ON A BINDER
The final witness list (Romero List)

- Search Warrant officers
¥ Photo findar
+ Soarchor
¥ Rosardor

+ The afflanls

¥ Lay tha foundation for the wire. .
+ Estallish o court sutherized wire inloit*:option

v Moy al Mlish identification of voicos 2o dafond
conspicators 3 E ‘Al
¥ Evory UNKNGWNvnies {wiro eall) should correap MOWN

voice {intorviaw, jail cull, voice exemplar, ste.)

PRETRIAL LITIGATION — EARLY

« Judicial determination of admissibility
= Detailed facts of your case
= Identify evidence State igtendso T
the legal basis of admissibility of evidggce
w cefl phone records; toll records; GPS gords
a cell phone downloads /- g\

= bank / financial records
= video survelllance

= wage queries

= jail calls

=drug ledgers -
= Know hearsay excepiidis

3/13/2014

38



PRETRIAL LITIGATION - EARLY

a File pretrial motions to establish a pretrial
procedure (pursuant to Rule 104 fol
admissibility of: )

a Wiretap evidence
= audio

= Transcripts

PRETRIAL EVIDENTIARY
HEARINGS

= Determination of foundation fo&W
= Affidavit(s) of electromcf'-“survelllanceﬂanalyst
from service providers Ye: supemsian and
processing of court lnterceptmn ordErs
s Affidavit(s) of affiants re:. mtnlmlzatf n, no
alterations, audio reviewed later was lidentical

to audio at interception, sealing, e'@;

u Affidavit(s) of technical admm:stratﬁi' re;
equipment functlonlng correctly

TRANSLATION FOUNDATION

‘Translation
—+ Abitte Ly the process outlined in United States v, Onori, 636 F.2d
938, 947-19 (6% Cir, 1976} T

-+ Stipulate with defensa befnmhﬂgﬂ@mgtﬁﬁ&’u@h mnslntlon.s

++ Stipulate, with the court’s blessing, that dus]ml%i Dortions of the -
transeripts will be rosalved by the corlified cosurt, znfgmmwr

—~+ Ask for the court, 5o order a timeline in which duf@dunl.s must
offor their ehjections and afternntive translations tg sputed :
translations in the teanscript |

—s [fthere is to challenge, nsk or the court to precly:f; elay
challenge to the neeuricy of the iranslated transcrd

—» This procedure prevents any collateral attacks «

chatlepges to
the translated transeripts befom during and after;

1 <

- Propesa a jury instruction regacding the tmnh‘!ﬁéﬁmusurmu

17

3/13/2014
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a Memorandum of Law

Pretrial Litigation — Early!

sufficiency of ewdencef

u Conspiracy

a Crimninal Enterprise

= Accomplice Liability |
u Include fact scenar:os that upheldt
= Mation(s) in Limine’

= Preclude irrelevant evidence
u Motion(s) to Produce stclosure

w Rule 15 applies ¢
ambush

a Jury Instructions

a Forms of Verdict

Trial Preparation — Early!!

a Definition of racketeerlng |ncludes"p"ﬁ”’”i’"ﬁme”n”t §
in jail of at least one year =jury rea?s this??

a Deliberate ignorance __f ‘
r Destruction of evidence ¥ flight
a Anti- Willits argument

m Identify object(s) of conspiracy

3/13/2014

a Racketeering acis
= Threshold interr%%

i1y

Proving the Conspiracy

Conspiracy is an inchoate offense. Itis
unnecessary to prove the COMIMISSion:-o ythew?
object crime, so long asgthte1'”é?"f?ysgzﬁ“’w?z?ff‘fwf
agreement to commit the offense and an

overt act. smre v. Mewman, 141 ariz, 554 (1984); 4 ﬁ!ev. Gasster;
142 Ariz. 379 (1984); Stare v. OBren, 123 Ariz, 578 (AI'IZ“\. a0, 1979).

Criminal conspiracy need not be, an‘ni usually
cannot be, proved by direct ewdenr:a“ the
common scheme or:plan may be” ﬁ’e?’red
from circumstantial evidence. Slzrtef“’rredmda 155

Arlz. 314 (1987); Sate v Avil, 147 Anz 330 (1985) x?%}
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Proving the Conspiracy

= Where an indictment charges a sing _

sufficient if the prosecufffg’hw proves ffﬁe :
defendant guﬂty of conspiring to ce" mit any -

deniel, 456 U.S. 984

u The existence of an u_ri!awful agreemjéht can be

inferred by overt conduct of the parties:
State v. Hall, 129 Ariz. 589 (1981); State v. Stein, 153 Ar
1987); Slate v. Fstrada, 27 Ariz, App. 38 (1976)

4@ w"
@

Overt Act Requirement

m The crime of conspiracy is complete when an

overt act is committed. s v Mewmag, a4
(1984) W "

e Proof of the conspiracy is:sufficient if,only one of -
the parties commits an act in furtherzfﬁce ofa |

goal of the conspiracy. seatev Geen, 116 Az, 587 (1977); °
State v. Oleg, 139 Ariz, 280 (Ariz, App 1953), Stata v. A 27 Ariz.
App. 637 (1976) -

" Where an |nd|ctment charges a smg[

Overt Act Requirement

= Even though the indichment alleges multipte overt acts _

there need only be proof of one aw

conspiracy Seate v, (Vez, 139 Arte, 280 m;%&m 128 Ariz, 570 O
{Ariz. Agp. 1981} i

= A person who knawrhg/ydoes-any acttofu o r the i
object of a conspiracy, or otherwise participates therein,

is criminally fiable as a conspiratnr State v. Amschiich, 155 Az, 314
(15%7) a

3/13/2014
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Defeating Mere Presence Defense —
Qvert Act Doesn’t Have to be Criminal

& Any action sufficient to corroborate the &

agreement and to show that it is heing fectis ¢
sufficlent to support the consn‘racy S, Amidonds, 195 e, 319,
746 b.2d 484 (1987) g%&

A person may be guilty of cohs'plracy, eventhough he .
has limited knowledge as to'the'scope of thi sonspiracy
and no knowledge or details of the plan of gparation in
furtherance thereof, or the membership in

conspiracy or part played by each membigdwlsmn
13;

of the spoils., However, the defendant musf know the

general purpose of the consplracy Sesta v
671 P.2d 128D (Ariz. App. 1983).

7

B «**(

Prima Facie
Showing of Conspiracy

For co-conspirator statements to be admitted, ther
must be a prima facie show:n%ggepeﬁ‘” _of the 1
hearsay, of the existence of tie conspiracy at Fand the

defendant’s and declarant’s participation thereln
mvﬁmiﬁmﬁé(i%“) m:«mmnsmmmu Stte v, Felohen;
137 Atz 306 {Anz App. 1983,

oy need

a Beware: Proof of the existence of the cons§
tions; the :

not precede proof of the co-conspirator declz

order of proof is within the trial court’s dis
State v Martiny, 139 Ariz. 465 (1934); Stz_:ev. Feiher, 137Af12.306 &H

= %g._

Taas), -

Proving the Criminal Enterprise

a Based on Federal RICO
a State must allege and pgeve*:
u Commission of predicate?_racketeeringféct
= By each defendant - |
m Not duplicitous even though an ele;% nt of -
criminal enterprise is-separately in
s Unreported opinion approving ingof
verdicts where Def, convicted of rack;
SEauted o e aleged predcat st~ %ﬁ
w consecutive v. congl 'tmg%

3/13/2014
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Criminal Enterprise

u Existence/Operation of the enterpri
= Essential element of crgn Hal entergﬁse
= Location of enterprise in Arizona prewdes
jurisdiction when other elements otgﬁffense(s)

occur out-of-state - state v, Bainﬁ, 142 Al z 45 (App.
2, 1984) L

2, 1992)

3/13/2014

OPENING AND CLOSE%J G
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